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This paperis dedicated to the development of a software system for computer modeling (simulation)
of a decentralized network with the ability to perform calculations on distributed nodes.The results
of the creation of a such simulation system for decentralized computer networks are discussed. This
system is used during research and implementation of different cryptographic algorithms based on
modular arithmetic.

In decentralized networks, there are no dedicated servers, and each node (peer ) acts like a client and
a server. Unlike the client-server architecture, such an organization allows to keep the working capacity
of network at any number and any combination of available nodes. Considering the steady growth in
the number of applications, users and devices in these networks, issues of ensuring information security
in such networks are particularly relevant.

Cryptographic means of information protection can be used to solve the problems of confidentiality
and authentication during the interaction in the network. Encryption of the data flow between
decentralized network nodes allows not only to protect the data itself, but also to hide the fact that
network connection has taken place.

The main tasks of cryptographic protection of information in decentralized networks are the
following: data encryption to ensure confidentiality during storage and transmission over the network
between nodes; the usage of hash functions to control the integrity of data; usage of message
authentication codes and electronic digital signatures for message authentication. An important task
for this type of networks is to provide cryptographic protection of information during data transmission
through communication channels and during storage.

During the research and development of cryptographic systems based on modular arithmetic in the
Laboratory of Information Security of the Institute of Information and Computational Technologies,
it was important to investigate possibility and efficiency of usage of the developed symmetric and
asymmetric cryptographic algorithms in network data transmission. For this reason, the work on the
development and implementation of a simulation system of decentralized networks is carried out.

The analysis of existing programs for simulating peer-to-peer networks is performed. The
typical requirements for these systems such as workflow architecture, usability, scalability, statistics,
portabilitywere evaluated. It was shown, that the most of the simulation systems, which are available
from the open sources, are obsolete and do not allow to run network simulation on distributed nodes.
According to it, a new simulation system has been developed.

The developed system includes the following components: topologydesign and monitoring system;
node process manager; computing process instance. First the component of topology design creates
a network topology based on the specified parameters. Based the created topology process managers
create instances of processes that simulate the operation of individual nodes. Building a node manager
in a separate component allows to distribute the process of creating and managing nodes to different
computers. Each process performs calculations and acts like a separate network node. A process is
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assigned a unique identifier and a lambda function that will be executed by the process and simulate
the calculation process. Processes can exchange data through this protocol by using an arbitrary form
of messages, the content of which depends on specifications in the processes of the lambda functions.
The system uses an event-based workflow, that is, a state change causes corresponding events in related
objects. The network monitoring component receives every status message from nodes in the network.

The system is implemented in the JavaScript language using the Node.js and AngularJS web
platforms. Processes are interconnected by passing a message through the HT'TP protocol by using
WebSocket technology.

The structural and protocol design of the system is discussed. The proposed structure of the
system allows users to apply their own encryption algorithms and security protocols to the simulation
process. The developed system of decentralized network simulation has a feature of working on
distributed nodes, for example on different computers, either physical or virtual. This feature makes
the developed simulation system a useful tool during research and implementation of different
cryptographic algorithms based on modular arithmetic. This gives an opportunity to evaluate efficiency
of different cryptographic schemes in a network flow.

Key words: decentralized networks, network simulation, information security, computer
modeling.
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Introduction. Decentralized (p2p — ,peer-to peer®) computer network is a method of
building an architecture of computer network in which all end nodes (network users) have
equal rights and act as providers and consumers of network services simultaneously. For the
first time, the phrase , peer-to-peer” was used in 1984 in the development of architecture of
the Advanced Peer to Peer Networking (APPN) of IBM company.In such networks, there are
no dedicated servers, and each node (peer) acts like a client and a server. Unlike the client-
server architecture, such an organization allows to keep the working capacity of network at any
number and any combination of available nodes. According to the steady growth in the number
of applications, users and devices in these networks [1-6|, issues of ensuring information security
in such networks are particularly relevant.

In the Laboratory of Information Security of the Institute of Information and Computational
Technologies the research and development of the cryptographic systems based on modular
arithmetic is conducted [7-9]. During the research, it is important to investigate possibility and
efficiency of usage of the developed symmetric and asymmetric cryptographic algorithms during
network data transmission. For this reason, the work on the development and implementation
of a simulation system of decentralized networks is carried out.

In this paper, we discuss some results of the creation of a simulation system for decentralized
computer networks and development of cryptographic means of information security in such
networks.

Some types of security issues in decentralized networks are [10-12]:

— Distributed DoS attacks. In P2P networks, attackers can use the nature of the requests
between nodes to overload the network;

— A P2P network routing table poisoning. Because P2P network nodes must somehow
discover other network members, for example, based on a centralized directory or a distributed
table, an attacker can insert a large number of invalid records into such a directory. Fictitious
elements in the index can slow down the query time or produce invalid query results.

— Confidentiality and authentication;

— Content validations.

Cryptographic means of information protection can be used to solve the problems of
confidentiality and authentication. Encryption of the data flow between P2P nodes allows not
only to protect the data itself, but also to hide the fact that P2P connection has taken place.

The main tasks of cryptographic protection of information in such systems are: data
encryption to ensure confidentiality during storage and transmission over the network between
nodes; the usage of hash functions to control the integrity of data; usage of message
authentication codes and electronic digital signatures for message authentication.

Considering the widespread distribution of portable and embed devices (for instance, such
as ,smart“ watches, electricity meters, various sensors with Internet connection, etc.), it is
necessary to take into account that many devices in the network may have small processing
power, work from internal power sources and be limited in memory capacities.

1. Development of system for computer simulation of a decentralized. The
analysis of existing programs for simulating peer-to-peer networks is performed. The typical
requirements for such systems wereevaluated: workflow architecture, usability, scalability,
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Table 1
Popular modelling platforms for p2p networks
Name Workflow Execution Last update
Peersim | Cycle and Event based | On one computer 2008
P2PSim Event based On one computer 2002
Neurogrid Event based On one computer 2002
1: procedure BUILDNODES(NV)
2 nodes = ||
3 for each integer 2 in N do
4: x = random();
5 y = random/();
6 node = {z,y}
7 nodes|| = node
8 end for
9: Return nodes
10: end procedure
Fig. 1. Networks node location algorithm
1: procedure WIRENODES(N, nodes, mazrDistance)
2 wire = [|;
3 for each integer 7 in N do
4 for each integer j in N do
5 d = distance(nodes|i], nodes|[j])
6: if d < maxDistance then wire|| = nodes|i|, nodes|j]
7 end if
8 end for
9: end for
10: Return wire

11: end procedure

Fig. 2. Networks node connection algorithm

statistics, portability. In order to test existing simulating systems, the latest available version of
them was downloaded. Each simulator was evaluated on the basis of mentioned requirements.

Table 1 shows a comparison of the most popular platforms among the tested systems.

As could be seen from the table, the most of the simulation systems, which are available
from the open sources, are obsolete and do not allow to run network simulation on distributed
nodes. According to it, a new simulation system has been developed.

The developed system includes the following components:

— Topology and monitoring design system. The task of the component is to create a
network topology based on the specified parameters, to receive status messages from nodes
in the network. The network topology is defined by the input parameters and implemented by
algorithmes, illustrated in fig. 1 and fig. 2.

An example of a topology with the ability to highlight nodes (based on the library vis.js) is
shown in fig. 3.
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Fig. 3. Different topologies created in the system

— A node process manager. This component, after receiving information about the network
topology, creates instances of processes that simulate the operation of individual nodes. Building
a node manager in a separate component allows to distribute the process of creating and
managing nodes to different computers.

— A computing process instance. This is a process that performs calculations and acts like
a separate network node. Each process is assigned a unique identifier and a lambda function
that will be executed by the process and simulate the calculation process.

The interaction scheme of these components is shown in fig. 4. Processes are interconnected
by passing a message through the HI'TP protocol by using WebSocket technology. Processes
can exchange data through this protocol by using an arbitrary form of messages, the content
of which depends on specifications in the processes of the lambda functions.

This program uses an event-based workflow, that is, a state change causes corresponding
events in related objects. These events can be: connection, disconnection of nodes in the network,
receiving messages from neighboring nodes, sending messages from the control system, and
others.

Consider the structure of the main messages on the network:

— Request information about neighboring nodes. It is sent by a node that has just connected
to the simulated network. This message is used for the nodes added manually to the simulated
network.

{
"node id": "123",
"domain": "routing",
"type": "getTable"

— Connection notification. It is distributed by a node to all known ,neighbors®.

"node id": "123",
"domain": "announce",
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Fig.4. The interaction the components of the developed simulation system

"type": "connected",
"data'": {
"address": "10.0.0.150",
"port": "1017"

}

— Update of the status. It is distributed by a node to all known ,neighbors® and the
monitoring system.

{

"node id": "123",

"domain": "status'",
"type": "update",
"data'": {

Each message specifies the identifier of the sender (field node id), the category of the
message (the domain field) and the type of the message (type field). The content of the data
field of data varies depending on the category and type of the message.

The system is implemented in the JavaScript language using the Node.js and AngularJS
web platforms.

The screen of the topology modelling system is shown in fig. 5.
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Fig. 6. Messages in the monitoring component

The monitoring system allows to gather status update messages from the network nodes.
Based on these messages the monitoring system can create reports on nodes statistics. The
screen of the component is shown in fig. 6.

The use of the standard and popular Node.js platform makes it possible to run nodes of the
modelling network on both physical and virtual machines, or the Docker container, and also
interact with hardware nodes to simulate IoT devices (example in fig. 7).

Conclusion. In this article, the results of the research on development of a decentralized
network simulation system is discussed. An important task for this type of networks is to provide
cryptographic protection of information during data transmission through communication
channels and storage. The developed system of decentralized network simulation has a feature
of working on distributed nodes, for example on different computers, either physical or virtual.
The proposed structure of the system allows users to apply their own encryption algorithms
and security protocols to the simulation process. This gives an opportunity to evaluate
efficiency of different cryptographic schemes in a network flow.
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Fig. 7. Example of usage of Docker containers and IoT devices in simulation process
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problems of Informatics and Control).

M.N. Kalimoldayev is the author of over
200 research papers including 4 monographs and
5 study guides for universities and high school
graduate. He is a corresponding member of
National Academy of Sciences of Kazakhstan.
Under his leadership 3 doctors and 16 candidates
of physical and mathematical, technical and
pedagogical sciences and 1 PhD were prepared.

M.N. Kalimoldayev is a leading specialist
in the field of mathematical modeling and
control theory. His areas of research interests
include: development of mathematical models to
study the stability, stabilization, controllability
and optimality phase (electrical), technical and
economic systems; problems of development of
synthesis and recognition of Kazakh speech;
protection of information and decision theory;
robotics.
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